OPNAVINST 5530.14C
10 DEC 1998

TABLE OF CONTENTS

CHAPTER 1 - INTRODUCTION PAGE
0100 - References and Guidance 1-1
0101 - Definitions 1-1
0102 - Purpose 1-1
0103 - Objectives 1-1
0104 - Scope 1-2
Q105 - Physical Security Program 1-2
0106 - Security Responsibilities 1-3
0107 - Chief of Naval OQOperations 1-3
0108 - Fleet Commanders in Chief/Echelon 2

Commanders/Other Echelons of Command 1-3
0109 - The Commanding Officer 1-4
0110 - The Security Officer 1-5
0111 - Organizational Relationships 1-6
0112 - The Security Problem 1-6
0113 - The Security Management Philosophy 1-6
0114 - Command Physical Security Review and

Assessment 1-7
0115 - Installation Physical Security Review and

Assessment 1-9
0116 - Regional Physical Security Review and

Asgessment 1-9
0117 - Physical Security Surveys 1-10
o118 - Vulnerability Assessments 1i-10
0119 - Threat RAssesgsments 1-11
0120 - New Construction 1-11
0121 - Facility Modifications 1-11
0122 - Navy Military Construction Projects 1-12



OPNAVINST 5530.14C
10 DEC 1998

0123 - Security of Leased Facilities

0124 - Activity Upgrade Requirements/
Waivers/Exceptions

CHAPTER 2 - SECURITY PLANNING

0200 - General

0201 - Physical Security Plan Content

0202 - Planning Process

0203 - Planning Considerations

0204 - Physical Security Performance Goal,
Dop Tbrgat gatrix, and DOD Assets
Prioritization

0205 - Threat Assessments

0206 - Risk Management

0207 - Crisis Situations

0208 - Sabotage

0209 - Terrorism

021¢0 - Threat Conditions (THREATCONs)} for

Combating Terrorism

0211 Cooxrdination

CHAPTER 3 - PART ONE: PHYSICAL SECURITY MEASURES

0300 - Security Measures

0301 - Antiterrorism and Force Protection Measures
0302 - Security of Funds

0303 - Logs Reporting

0304 - Key Security and Lock Control

0305 - Security Checks

ii

PAGE

1-12



OPNAVINST 5530.14C CH-2
May 1, 2001

- PART TWO: SECURITY OF AIRCRAFT, SHIPS IN PORT PAGE
PORT, AND OTHER WEAPONS SYSTEMS
AND PLATFORMS ASHORE

0306 - General 3-3
0307 - Policy 3-3
0308 - Aircraft Security Planning 3-3
0309 - Transient or Deployed Aircraft 3-4
0310 - Other Situations 3-4
0311 - Emergency Situations 3-5
0312 - Standoff 3-5
0313 - Harbor Surveillance and Waterside/
Waterway Security 3-5a

- PART THREE: PROTECTION OF BULK PETROLEUM PRODUCTS

0314 - General 3-7
0315 - Policy 3-7
0316 - Security Planning and Liaison 3-7
0317 - Physical Security Inspections 3-7
- PART FOUR: SECURITY OF COMMUNICATIONS SYSTEMS
0318 - General 3-8
0319 - Policy 3-8
0320 - Responsibilities 3-9
0321 - Mobile Communications Systems 3-10
- PART FIVE: SECURITY OF MATERIAL
0322 - General 3-11
0323 - Policy 3-11
0324 - Responsibilities 3-11
0325 - Controlled Substance Inventory 3-12

iii



OPNAVINST 5530.14C

10 DEC 1998

0326

0327

0328

0329
CHAPTER 4 -
0400
0401
0402
0403
0404
0405
0406

0407

0408
04029

0410

0411

0412
CHAPTER 5 -
0500
0501

0502

- Security Requirements for "R" Cocded
Items at Base and Installation Supply
Level or Higher

- Security Requirements for "Q" Coded
Items at Base and Installation Supply
Level or Higher

- Security Requirements for "R" and "Q"
Coded Items Below Base and Installation
Level (i.e., Small Unit/Individual)

- Loss Prevention Measures

THE SECURITY FORCE

General

- PFunctions of the Security Force

- Size of the Security Force

- Determination of Posts

- Security Force Orders

- Arming

- Use of Force Including Deadly Force

- Privately-Owned (Personal) Weapons
Prohibited

- Composite Security Force
- Marine Corps Security Forces (MCSF)

- Civilian Members of a Commanding
Officer’s Security Force

- Augmentation of Security Force for
Emergencies

- Auxiliary Security Forces (ASF)

INSTALLATION ACCESS AND CIRCULATION CONTROL

- General
- Policy
- Installation Access

iv

PAGE



OPNAVINST 5530.14C
10 DEC 1998

PAGE

0503 - Access Authorization and Contrel System

Requirement 5-2
0504 - Emergency Planning 5-2
0505 - Area Protection and Control 5-3
0506 - Water Boundaries 5-4
0507 - Enforcement of Movement Control 5-4
0508 - Signs and Posting of Boundaries 5-5
0509 - Vehicle Movement Control 5-5
0510 - Parking of Privately Owned Vehicles 5-5
0511 - Administrative Inspection of Vehicles 5-5
0512 - Special Precautions 5-6
0513 - Control and Accountability of Personal

Weapons 5-6
CHAPTER 6 - BARRIERS AND OPENINGS
0600 - The Purpose of Physical Barriers 6-1
0601 - Types of Barriers 6-1
0602 - General Considerations 6-1
0603 - Fences 6-2
0604 - Walils 6-2
0605 - Temporary Barriers 6-2
0606 - Clear Zones 6-2
0607 - Inspection of Barriers 6-3
0608 - Restricted Area Perimeter Openings 6-4
0609 - Vehicle Barriers 6-4
CHAPTER 7 - PROTECTIVE LIGHTING
0700 - General 7-1
0701 - General Principles and Guidelines 7-1



OPNAVINST 5530, 14C

10 DEC 1998

CHAPTER 10 -

1000

1001

1002

0702 - Protective Lighting Parameters
0703 - Emergency Power
0704 - Wiring System
0705 - Protection - Controls and Switches
CHAPTER 8 - ELECTRONIC SECURITY SYSTEMS
0800 - Purpose
0801 - ESS Determination Factors
0802 - Intrusion Detection System Policy
0803 - Maintenance
0804 - Closed Circuit Television
080S - Electronic Access Control Systems
Using Magnetic Stripes

CHAPTER $§ - PART ONE: SECURITY EDUCATION AND TRAINING
0900 - Security Education Program

- PART TWC: SECURITY FORCE TRAINING
0901 - General
0902 - Duties and Responsibilities
0903 - Training Requirements
0904 - In-Service Training Program
0905 - Specialized and Advanced Training
0906 - Firearms Proficiency Training
0g07 - Contract Guard Training

SECURITY FORCE COMMUNICATIONS

- General
- General Requirements

- Communications Equipment

vi

10

!
-

10-1

10-1



OPNAVINST 5530.14C
10 DEC 1398

CHAPTER 11 - SECURITY DEVICES AND EQUIPMENT PAGE

1100 - General 11-1

1101 - Security/Law Enforcement Vehicles 11-1

1102 - Firearms and Ammunition for Security Forces 11-4

1103 - Camogflage Utility Uniform and Protective
Equipment 11-5

1104 - Military Working Dogs 11-5

1105 - Security Badges 11-5

APPENDIX I References

APPENDIX IX Definitions

APPENDIX III Duties of Security Officer

APPENDIX IV Waivers and Exceptions

APPENDIX V Auxiliary Security Force Minimum Training
Requirements

APPENDIX VI Restricted Areas and Limited Waterway Areas

APPENDIX VII Signs and Posting of Boundaries

APPENDIX VIII Physical Security/Law Enforcement Phase I (Basic)
Minimum Training Standards

APPENDIX IX Annual Phase II (In-Service) Training Program

vii



